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Number of users on the internet is blowing up
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We cannot solve our problems 

with the same thinking we used 

when we created them. 







So what needs to happen?
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This is your attack surface…

• Company strategy

• Financial data

• Personnel data

• Health data

• Customer data

• Product data

• R&D data

• Partner/vendor data

• Application databases

• Customer history

• Government data

• Other documents

• Spreadsheets

• Presentations

• Photos/diagrams



This is what the bad guys are after...
• Name and alias

• Social security number

• National identification number

• Driver's license/history data

• Other government identifiers

• Citizenship/legal status

• Gender, race, ethnicity

• Birth date, place of birth

• Home, work and cell numbers

• Personal email address

• Religious preference

• Sexual preference

• Security clearance

• Mailing and home address

• Mother's maiden names

• Spouse information

• Child information

• Emergency contact information

• Biometric data

• Financial/credit card data 

• Medical/disability information

• Emergency contact information

• Biometric data

• Financial/credit card data 

• Medical/disability information

• Law enforcement records

• Employment records

• Educational records

• Military records

• Law enforcement records

• Employment records

• Educational records

• Military records



Introducing 

Privacy by Design



Privacy by Design Asserts:

Privacy cannot be assured by regulatory 

frameworks alone. 

Protecting privacy must become your default 

mode of operation.

To include accountable business practices 

and information systems.

It must protect all types of personally 

identifiable information (PII). 

* http://www.ryerson.ca/pbdce/



7 Principles of Privacy by Design

1. Proactive not Reactive; Preventive not Remedial

2. Privacy as the Default Setting 

3. Privacy Embedded into Design 

4. Full Functionality — Positive-Sum, not Zero-Sum  

5. End-to-End — Full Lifecycle Protection  

6. Visible and Transparent — Keep it Open  

7. User-Centric — Focus is on respect for User Privacy



1. Proactive not Reactive; Preventive not Remedial

Anticipates and prevents privacy invasive events 

before they happen. 

It does not wait for privacy risks to materialize, it 

aims to prevent them from occurring. 

PbD comes before-the-fact, not after.



2. Privacy as the Default Setting 

Helps to ensure personal data are automatically protected in any 

system or business practice. 

If an individual does nothing, their privacy still remains intact.



3. Privacy Embedded into Design 

Baked into design of information systems and business practices; 

not bolted on after the fact. 

PbD becomes an component of the functionality being delivered, 

without diminishing that functionality. 



4. Full Functionality; Positive-Sum, not Zero-Sum  

PbD accommodates all interests and objectives in a “win-win” 

manner, not zero-sum approach.

It avoids the conflict between privacy vs. security, and works to 

achieve both.



5. End-to-End, Full Lifecycle Protection  

Addresses security before first element of 

information is collected.

Ensures cradle to grave, protections throughout 

information lifecycle, end-to-end.

Acquire Create Store Use Share Archive Destroy



6. Visibility and Transparency; Keep it Open  

PbD assures everyone is operating according to the stated 

(privacy) promises and objectives.

PbD component parts, processes and operations remain visible and 

transparent to users and stakeholders. 



7. Respect for User Privacy; Keep it User-Centric 

Requires everyone to keep the interests of individual users the 

highest priority by offering:

– Strong privacy default settings.

– Appropriate notice about what you hold and how you are using their data

– User-friendly options for them to control their privacy. 



10 Steps towards implementing Privacy by Design



1. Document an 
INVENTORY of the 
sensitive and PII data 
you hold.



2. REVALIDATE where 
the data came from and 
WHY you are holding it. 



3. If you don’t know data 
provenance, or can’t 
revalidate why you hold it, 
DELETE it 



4. If you must hold it, get 
PERMISSION from the 
data owner(s) to hold 
and use it.



5. Where possible, 
DE-IDENTIFY the data 
you hold.



6. SEGMENT/PARTITION 
the data you hold; 
logically/physically 



7. ENCRYPT all data, in 
motion and at rest.



No database segmentation

Storing unencrypted logins/passwords

Equifax hack – two internal weaknesses



8. Establish retention 
policies and expunge data; 
from ALL stores.



9. Use different 
authentication methods 
between presentation and 
data layers. 



10. As soon as you no 
longer need to hold 
sensitive/PII data, 
DELETE IT.



BONUS: Go through 
these steps quarterly; to 
verify compliance with 
business units.





Thank you
Chuck Georgo

chuck@nowheretohide.org

410-903-6289

mailto:chuck@nowheretohide.org

