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Map concept derived from Geographies of the World's Knowledge, Graham, M., Hale, S.A. and Stephens, M. (Convoco! Edition, London, 2011).
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RECORDS .,| S I

BREACHED .| | N

BY SOURCE .,| S DA

OVERTIME .| /[ R N S T
MILLION ! : m —~=.‘_

BREACH SOURCE

2,081,285,434 674,544,208 274,762,361 1,057,189,069 585,502,201
Accidental Loss 15,068,756 309,823,689 265,209,847 292,246,026 1,985,095,967
10,371,810 185,738,742 64,791,635 13,963,040 30,348,328
Hacktivist 875,946 8,182,103 30,573,822 12,371,864 21,784
State Sponsored 165,053 509,928,563 108,076,636 10,797,581 0
Unknown 77,525 1,307 591 950,000 0
TOTALS 2,107,844,524 1,688,218,612 743,414,892 1,387,517,580 2,600,968,280

Source: BREACHLEVELINDEX.COM




Table 1

Worldwide Security Spending by Segment, 2017-2019 (Millions of U.S. Dollars)**

Market Segment 2017 2018 2019
Application Security 2,434 2,742 3,003
Cloud Security 185 304 459
Data Security 2,563 3,063 3,524
Identity Access Management 8,823 9,768 10,578
Infrastructure Protection 12,583 14,106 15,337
Integrated Risk Management 3,949 4,347 4,712
Network Security Equipment 10,911 12,427 13,321
Other Information Security Software 1,832 2,079 2,285
Security Services 52,315 58,920 64,237
Consumer Security Software 5,948 6,395 ——
Total 101,544 114,152

Source: Gartner (August 2018)







We cannot solve our problems
with the same thinking we used
when we created them.
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This is your attack surface...

« Company strategy * Application databases
* Financial data  Customer history
 Personnel data * Government data
 Health data  Other documents
 Customer data * Spreadsheets

* Product data  Presentations

« R&D data  Photos/diagrams

* Partner/vendor data

IJIS Institute



This 1s what the bad guys are after...

IJIS Institute

Name and alias

Social security number
National identification number
Driver's license/history data
Other government identifiers
Citizenship/legal status
Gender, race, ethnicity

Birth date, place of birth
Home, work and cell numbers
Personal email address
Religious preference

Sexual preference

Security clearance

Mailing and home address
Mother's maiden names
Spouse information

Child information

Emergency contact information
Biometric data

Financial/credit card data
Medical/disability information
Emergency contact information

Biometric data
Financial/credit card data
Medical/disability information
Law enforcement records
Employment records
Educational records
Military records

Law enforcement records
Employment records
Educational records
Military records




Introducing
Privacy by Design

IJIS Institute

Privacy by Design Centre of Excellence

About Media Papers Certification Online Course Global Privacy and Security by Design Contact

Dr. Ann Cavoukian
Distinguished Expert-in-Residence

Read more about Ann




Privacy by Design Asserts:

Privacy cannot be assured by regulatory
frameworks alone.

Protecting privacy must become your default
mode of operation.

To include accountable business practices
and information systems.

It must protect all types of personally
identifiable information (PII).

* http://www.ryerson.ca/pbdce/
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7 Principles of Privacy by Design

1. Proactive not Reactive; Preventive not Remedial

2.
3.
4.

Privacy as the Default Setting
Privacy Embedded into Design

~ull Functionality — Positive-Sum, not Zero-Sum

5. End-to-End — Full Lifecycle Protection
6. Visible and Transparent — Keep it Open

7. User-Centric — Focus is on respect for User Privacy

IJIS Institute



1. Proactive not Reactive; Preventive not Remedial

© Anticipates and prevents privacy invasive events
before they happen.

It does not wait for privacy risks to materialize, it
aims to prevent them from occurring.

PbD comes before-the-fact, not after.

o "

| |
HIH
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2. Privacy as the Default Setting

Helps to ensure personal data are automatically protected in any
system or business practice.

If an individual does nothing, their privacy still remains intact.

I].(IS I:ns:titut) e ‘ /m



3. Privacy Embedded into Design

Baked into design of information systems and business practices;
not bolted on after the fact.

PbD becomes an component of the functionality being delivered,
without diminishing that functionality.

START To start the engine, depress the brake pedal

— | and press the Engine Start/Stop button with
the shift lever in the P (Park) or in the N
(Neutral) position.

For your safety, start the engine with the shift
lever in the P (Park) position.

=g

IJIS Institute




4. Full Functionality; Positive-Sum, not Zero-Sum

PbD accommodates all interests and objectives in a “win-win’
manner, not zero-sum approach.

It avoids the conflict between privacy vs. security, and works to
achieve bhoth.
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5. End-to-End, Full Lifecycle Protection

Addresses security before first element of
information is collected.

Ensures cradle to grave, protections throughout
information lifecycle, end-to-end.
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6. Visibility and Transparency; Keep it Open

PbD assures everyone is operating according to the stated
(privacy) promises and objectives.

PbD component parts, processes and operations remain visible and
transparent to users and stakeholders.
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/. Respect for User Privacy; Keep it User-Centric

Requires everyone to keep the interests of individual users the
highest priority by offering:

— Strong privacy default settings.

— Appropriate notice about what you hold and how you are using their data
— User-friendly options for them to control their privacy.

IJIS Institute



10 Steps towards implementing Privacy by Design




1. Document an:
INVENTORY of the
sensitive and Pll data
you hold. ' |



2. REVALIDATE where
the data came from and
WHY you are holding it.



3. If you don’t know data
provenance, or can’t
revalidate why! you hold it,
DELETE it ‘



4. If you must hold it, get
PERMISSION from the
data owner(s) to hold
and use it.



5. Where possible,
DE-IDENTIFY the data
vou hold. ! ¢



6. SEGMENT/PARTITION
the data you hold;
logically/physically



/. ENCRYPT aII data N
motion and at rest



Eeuiien: hack = two intarhe) weaknesses

Al | { | [ L
1Segmentation. Because individual databases were not isolated or

“segmented” from each other, the attackers were able to access
additional databases beyond the ones related to the online dispute
portal, according to Equifax officials. The lack of segmentation
allowed the attackers to gain access to additional databases
containing PIll, and, in addition to an expired certificate, allowed the
attackers to successfully remove large amounts of Pll without
triggering an alarm.

Equifax officials added that, after gaining the ability to issue system-level
commands on the online dispute portal that was originally compromised,
the attackers issued queries to other databases to search for sensitive
data. This search led to a data repository containing Fll, as well as
unencrypted usernames and passwords that could provide the attackers
access to several other Equifax databases. According to Equifax’s interim
Chief Security Officer, the attackers were able to leverage these




8. Establish retention
policies and expunge data;
from ALL stores."



9. Use different | |
authentication methods
between presentation and
data layers. ' '



10. As soon as you no
longer need to hold
sensitive/Pll data,
DELET ESlmses . -



BONUS: Go through
these steps quarterly, to
Verity compllance with
business units. |



AN
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Thank you

Chuck Georgo
chuck@nowheretohide.org
410-903-6289

NOWHERE ;Q HIDE.ORG



mailto:chuck@nowheretohide.org

